
 
• Abide by all Federal and State laws regarding confidentiality and disclosure of medical 

records or other health and enrollment information, including the Health Insurance 
Portability and Accountability Act (HIPAA) of 1996 and the privacy rule promulgated 
under HIPAA; 

 
• Ensure that medical information is released only in accordance with applicable Federal 

and State law; 
 
• Maintain the records and information in an accurate and timely manner; and  
 
• Ensure timely access by enrollees to records and information pertaining to them. 

 
PDP sponsors are covered entities under the HIPAA Privacy Rule because they meet the 
definition of “health plan” at 45 CFR 160.103.  The Department of Health and Human Services 
Office for Civil Rights (OCR) is responsible for administering and enforcing the HIPAA Privacy 
Rule.  OCR has authority to investigate complaints, to conduct compliance reviews, and to 
impose civil money penalties for HIPAA Privacy Rule violations.  Thus, any violations by a PDP 
sponsor for its obligations under the Privacy Rule as a covered entity are subject to such 
enforcement by OCR.  OCR maintains a Web site with frequently asked questions and other 
compliance guidance at: http://hhs.gov/ocr/hipaa 
 
Part D sponsors, including both PDP sponsors and MA organizations, must effectively secure all 
beneficiary information, whether in paper or electronic format.  This includes ensuring that data 
files are not saved on public or private computers when accessing corporate e-mail through the 
Internet, ensuring staff are properly trained to safeguard information, and ensuring electronic 
systems are properly programmed for beneficiary mailings to avoid inadvertent disclosures of 
individually identifiable health information.  All sponsors should either perform an internal risk 
assessment or engage an industry-recognized security expert to conduct an external risk 
assessment of the organization to identify and address security vulnerabilities.  Weaknesses or 
gaps in Part D sponsors’ security programs should be quickly remedied.  Sponsors should 
annually train staff on responsibilities and consequences of failing to secure sensitive beneficiary 
information.  Compliance with the HIPAA Security and Privacy rules must be documented and 
kept current in response to environmental or operational changes affecting the security and 
privacy of the electronic protected health information.  In addition to HIPAA requirements, 
sponsors should notify CMS immediately upon discovery of any security breach compromising 
beneficiary personally identifiable information. 
 
90 - Electronic Transaction Standards 
(Rev. 14, Issued; 09-30-11, Effective: 09-30-11, Implementation: 09-30-11) 
 
When processing Part D claims, a Part D sponsor or its intermediary must comply with the 
electronic transaction standards established by 45 CFR 162.1102, which sets forth the HIPAA 
administrative simplification standards for health care claims. 
 
A Part D sponsor must also require its network pharmacies to submit claims to the Part D 
sponsor or its intermediary whenever the card described in section 50.11 is presented or on file 

http://edocket.access.gpo.gov/cfr_2007/octqtr/pdf/45cfr160.103.pdf
http://hhs.gov/ocr/hipaa


at the pharmacy unless the enrollee expressly requests that a particular claim not be submitted 
to the Part D sponsor or its intermediary. 
 
90.1 - Unique Benefit Identification Number (BIN)/Processor Control Number 
(PCN) Provisions 
(Rev. 14, Issued; 09-30-11, Effective: 09-30-11, Implementation: 09-30-11) 
 
For Part D claims with a dispensing date of January 1, 2012 and later, and submitted in, 
National Council for Prescription Drug Programs (NCPDP) version D.O format, a Part D 
sponsor must assign and exclusively use a unique: 
 

• Part D cardholder identification number (RxID) for each Medicare Part D enrollee to 
clearly identify Medicare Part D beneficiaries (other fields such as person code may not 
be used to differentiate enrollees), and 
 

• Part D BIN or RxBIN and Part D processor control number (RxPCN) combination in its 
Medicare Part D line of business, unless non-exclusive use is expressly allowed by CMS 
and industry standard coding.5

 
  

Part D sponsors that do not support industry standard coding may only process Part D- covered 
drug claims under the Part D unique BIN/PCN and must reject all other claims.  (See section 
90.1.2 below). The intent of the unique BIN/PCN provisions is to ensure: (1) that pharmacies can 
routinely identify situations in which they are billing a Part D claim; and (2) that payers 
secondary to Part D can properly coordinate benefits on Part D claims.  These goals cannot 
reliably be met if Part D claims cannot be distinguished from other types of pharmacy claims 
through unique routing and beneficiary identifiers. 
 
Industry standard coding provides a mechanism whereby, in limited circumstances, both non-
Part D Drugs and Part D drugs not covered by the plan may be submitted to and processed 
under a Part D BIN/PCN.  The industry standard coding requires Part D plans to clearly 
indicate on the paid response whether the drug is a non-Part D Drug covered by a Part D plan 
benefit structure or a Part D drug not covered by the Part D plan but processed under the Part 
D BIN/PCN. 
 
It should be noted that in order to use Part D routing identifiers, an organization must sponsor a 
Part D plan.  Thus, stand-alone Medicare Advantage plans should not use Part D routing 
identifiers. 
 
With respect to which level of the sponsor’s or the sponsor’s subcontractor’s organization the 
unique routing identifier (“BIN” or “BIN/PCN” combination) should be assigned, the BIN or 
BIN/PCN combination should uniquely identify the Part D line of business and correspond to a 
payer sheet applicable solely to Part D processing requirements.  This means that the BIN or 
BIN/PCN combination must be exclusively used for Part D claims processing, and must be 
supported by a payer sheet, regardless of whether the routing identifiers uniquely identify the 
                                                 
5 E.g., NCPDP Recommendations for Effective 4Rx Usage in Medicare Part D Processing, 
Version 1.Ø, July 2011, NCPDP. 


